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    Orleton CE Primary School			   Kimbolton St James CE Primary School


DATA MANAGEMENT POLICY SUITE


This policy will be reviewed and updated by the Governing Body at least annually.
All references to ‘the school’ imply both Orleton and Kimbolton Primary Schools.


Date signed off by Full Governing Body: November 2025

Signed		Adam Breakwell, Headteacher	
	 
			Sallie Peacock, Orleton Chair of Governors
			
			Will Mears, Kimbolton Chair of Governors		


Date next review due: November 2026	



Introduction
Our vision is rooted in 1 Corinthians 16:13-14: ‘Keep alert, stand firm in your faith, be courageous, be strong. Let all that you do be done in love.’ To this end, and in order to create a positive learning environment, this policy suite sets out the school’s approach to ensuring that all data are handled respectfully and sensitively and in order to improve pupils’ experiences and opportunities.

This suite of policies aims:
· to ensure that all staff and volunteers understand their responsibilities in relation to data protection;
· to ensure the school has appropriate training, documents, procedures and IT systems in place to support safe management of data;
· to safeguard both children and adults by ensuring their data is managed responsibly;
· to ensure that, where appropriate, data is shared in a safe, open and fair manner.
This policy suite contains the following chapters:
Chapter 1: Data management principles and approach
Chapter 2: Freedom of Information: responding to requests for information
Chapter 3: Freedom of Information: scheme of publication
Complaints and whistleblowing
Complaints should follow the procedures as set out in the Complaints Policy on our website. Staff also have a responsibility to raise any concerns following the school’s whistleblowing policy. Complaints relating to information handling may be referred to the ICO (the statutory regulator).
Compliance
This policy suite complies with the UK GDPR and Data Protection Act 2018 requirements. It also meets DfE requirements for identifying which documents will be published on the website, and Freedom of Information Act requirements.
The school takes compliance with this policy suite very seriously. Failure to comply puts data subjects whose personal information is being processed at risk and carries the risk of significant civil and criminal sanctions for the individual and the school, and may in some circumstances amount to a criminal offence by the individual.
Any failure to comply with this policy may lead to disciplinary action under the school’s procedures and this action may result in dismissal for gross misconduct.  If a non-employee breaches this policy, they may have their contract terminated with immediate effect. 
Anyone with questions or concerns about this policy should contact the School Information Governance Lead or the school’s Data Protection Officer.
This suite of policies applies to all staff, volunteers and contractors who have any access to school data. For brevity, the policy refers to ‘staff’ but includes all groups listed here.



[bookmark: Chapter1]CHAPTER 1: DATA MANAGEMENT PRINCIPLES AND APPROACH
1.1 [bookmark: Chapter2]A whole school approach: safeguarding and supporting pupils
It is vital to our mission and purpose as a school that we keep children safe and enable them to achieve their potential. To do this, the school holds personal information to understand each child’s needs, as well as information on staff, parents and others who come into contact with the school. 
As part of keeping everyone safe, it is vital that these data are handled sensitively and securely. This means that everyone in school has to take responsibility for this.
1.2 Principles: confidentiality, integrity and availability
Staff must maintain data security by protecting the confidentiality, integrity and availability of personal information. The guiding principles of the information security can be summarised as:
· confidentiality, which means that only people who have a need to know and are authorised to use personal data can access them;
· integrity, which means that personal data are accurate and appropriate for the purpose for which they are processed, are lawful, fair and transparent, and are only kept for as long as necessary;
· availability, which means that authorised people can access personal data when they need them for authorised purposes.
1.3 Personal information
Data protection legislation covers personal information. Personal information is defined as information which relates to a living individual who –could be identified from the data or other information held. In order to hold and process personal information, the school has to identify a legal basis for doing so. For schools, this is most likely to be because it is necessary to exercise a legal obligation, public task, performance of a contract, to protect vital interests or because specific consent has been given.
The school collects a large amount of personal data every year, including pupil records, staff records, fee collection, and the names and addresses of those requesting prospectuses, examination marks or references. In addition, it is required by law to collect and use certain types of information to comply with statutory obligations of Local Authorities, government agencies and other bodies. 
Some categories of personal information are considered to be particularly sensitive.  These data include information about race, ethnic origin, political persuasion, religious belief, trade union membership, genetics, biometrics (where used for identification purposes), health, sex life and sexual orientation. The Data Protection legislation deals with criminal offence data in a similar way to special category data, and sets out specific conditions providing lawful authority for processing it.
1.4 Biometric information
The school does not currently collect any biometric information. However, this will be kept under review and appropriate procedures will be developed should this change.


1.5 Privacy Notices 
The school will use privacy notices to inform data subjects about data collection and use. The school’s privacy notices can be found on the school website and hard copies in the school office
In many cases, the school will hold and process information because it is necessary for it to carry out a legal obligation, a public task, for reasons related to contract or to protect an individual’s vial interests. This does not remove the need to explain to people how their data are being used, why, and for how long they will be stored. This information is included in the school’s PrivacyNotices. 
In some specific cases, explicit consent is the legal basis for processing personal data. Where this is the case, a consent form that specifies what data are needed and why, and how they will be stored and for how long, should be signed by the relevant individuals. 
Should the school wish to use this data for any purpose other than that specified when it was originally obtained, the data subject’s explicit consent should be obtained prior to using the data in the new way. Should the school wish to share personal data with anyone other than those recipients specified at the time the data were originally obtained, and where there is not a non-consent-based justification for sharing the data, the data subject’s explicit consent should be obtained prior to sharing that data. Failure to do so could result in a breach of confidentiality.
1.6 Accuracy and data quality 
Where practical and feasible, the school will ensure that all reasonable steps are taken to confirm the validity of personal information directly with the data subject.   Where anyone whose data are held exercises their right for their data to be erased, rectified, or restricted, or where someone objects to the processing of their data, the Data Protection Officer must be notified and the appropriate procedures must be followed. All updates to information received, by anyone, should be added to the correct system and passed to the correct member of staff for updating and processing asap.
1.7 Data storage and retention
The school sets out requirements for safe data storage, both electronic and manual filing. This includes restrictions on who can access the information physically and electronically.
The school also maintains a Retention Schedule to ensure personal data are securely deleted or destroyed at required times. Staff members take all reasonable steps to destroy or delete all personal data that are held by the school (whether physically or electronically) when they are no longer required in accordance with the Schedule. This includes requiring third parties to delete such data where applicable.  
1.8 Information sharing
It is critical that all personal information is kept confidential and secure, and only shared when there is a good reason to do so. The following principles are followed when determining whether to share information.
· The school is open and honest with the person whose data are being shared (or their parents/carers, where appropriate) about why, what, how and with whom information will or could be shared. 
· Staff members will seek advice from the Data Protection Officer if they are in any doubt as to whether to share information, without disclosing the individual’s identity if possible.
· As set out in the Child Protection policy, personal information can be disclosed without consent if there is a risk of immediate harm. However, staff members should always be mindful that the individual concerned may not have expected their information to be shared. Staff members should never promise a child that they will not tell anyone about a report of abuse, as this may not be in the child’s best interests.
· All staff members must ensure that the information shared is necessary for the purpose for which they are sharing it, is shared only with those individuals who need to have it, is accurate and up-to-date, is shared in a timely fashion, and is shared securely.
· A record of the decision and the reasons for it will be kept, whether that decision is to share information or not. If staff members decide to share information, they will record what has been shared, with whom and for what purpose.
· Where it is decided to share information, this should be done securely and following an appropriate transfer process.
In addition, data should not be transferred to other countries unless they have appropriate data protection safeguards in place. The Data Protection Officer will be able to advise if there is a need to transfer information outside the UK (this may particularly apply in relation to the school’s link with Tanzania).
1.9 Individuals’ rights
Everyone whose information is held by the school has the right in relation to their personal information, and school will follow appropriate procedures to ensure these rights are observed:
· to be informed about how, why and on what basis that information is processed (link to privacy notices);
· to obtain confirmation that personal information is being processed and to obtain access to it, by making a subject access request, please email admin@orleton.hereford.sch.uk with subject line Subject Access Request.
· to have data corrected if they are inaccurate or incomplete;
· to have data erased if they are no longer necessary for the purpose for which they were originally collected/processed, or if there are no overriding legitimate grounds for the data to be retained (‘the right to be forgotten’);
· to restrict the processing of personal information where the accuracy of the information is contested, or the processing is unlawful (but they do not want the data to be erased) or where the school no longer needs the personal information but the data are required to establish, exercise or defend a legal claim;
· to restrict the processing of personal information temporarily where they do not think it is accurate (and the school is verifying whether it is accurate), or where they have objected to the processing (and the school is considering whether the its legitimate grounds override their interests);  
· in limited circumstances to receive or ask for their personal data to be transferred to a third party in a structured, commonly used format;
· to withdraw consent to processing at any time (if applicable);
· to request a copy of an agreement under which personal data are transferred outside the country;
· to object to decisions based solely on automated processing, including profiling;
· to be notified of a data breach which is likely to result in high risk to their rights and obligations;
· to make a complaint to the Information Commissioner’s Office (ICO) or a court.
1.10 Data breaches
A personal data breach occurs when there has been breach of security which leads to the accidental or unlawful destruction, loss, alteration, unauthorised disclosure of or access to personal data.  Such breaches can be both accidental or by deliberation act and may take many different forms, for example:
· loss or theft of data or of equipment on which personal information is stored;
· unauthorised access to or use of personal information either by a member of staff or a third party;
· loss of data resulting from an equipment or systems failure (including hardware or software);
· human error, such as accidental deletion or alteration of data;
· unforeseen circumstances, such as a fire or flood;
· deliberate attacks on IT systems, such as hacking, viruses or phishing scams;
· blagging offences where information is obtained by deceiving the organisation which holds it.
The school takes data security seriously and that all incidents, minor to major should be reported to the nominated individual as soon as they are discovered.  The school must report a data breach to the ICO without undue delay and where possible within 72 hours, if the breach is likely to result in a risk to the rights and freedoms of individuals. The school must also notify the affected individuals if the breach is likely to result in a high risk to their rights and freedoms, and should notify the governing body of any data breach.
Staff members should ensure that they inform the Data Protection Officer immediately if a data breach is discovered and make all reasonable efforts to recover the information, following the school’s agreed breach reporting process.
1.11 Data protection by design and information and records management
The school has procedures in place that encourage data protection to be built into our systems and processes up-front, including encouraging staff to complete Data Protection Impact Assessments. Further details on how we embed data protection throughout our work can be found in the appendices. We also have a detailed information and records management procedure that ensures that all data are recorded and stored appropriately.

CHAPTER 2: FREEDOM OF INFORMATION: RESPONDING TO REQUESTS FOR INFORMATION
[bookmark: _Toc492559046]2.1 Information covered by the Freedom of Information Act
The Freedom of Information Act requires public authorities (which includes schools) to proactively publish certain information and provide a publication scheme.  It also gives the public a right of access (subject to some exemptions) to copies of recorded information held by the school or held on its behalf by another person or organisation. It covers all recorded information, both written and digitial including emails (and drafts of emails), notes, recordings of ‘phone conversations (or Zoom/Teams calls), letters sent and received, online messages and social media. For documents that have been created electronically, it also covers information (known as meta data) that can be recovered from the document’s properties (e.g. who created the document and when). 
2.2 Responding to requests under the Freedom of Information Act
A full procedure for responding to Freedom of Information requests can be obtained from the school office. In summary, the school aims to respond to all requests for information within 20 school days (excluding school holidays) or 60 working days if this is shorter, even if it is to say that you do not have the information. All requests must be in writing (including email) and must have an address for a response to be sent to. However, they do not need to mention the Freedom of Information Act.
No new information has to be created in order to respond to a request. However, unless it is covered by a specific exemption (see 2.3 below), any information requested that already exists must be released. 
If information will take more than 18 hours to collate, we can refuse the request or request payment (see below).
2.3 Refusing requests under the Freedom of Information Act
Under limited circumstances, you may refused a request for information:
· if the request is vexatious;
· if the request is a repeat request from the same person;
· if it would cost more than £450 to comply (this includes staff time, which must be costed at £25 an hour, or 18 hours, regardless of the pay of the member of staff who would undertake the work);
· if the information requested is covered by an exemption. In broad terms, data that are exempt are those that are commercially sensitive, personally sensitive (where you would be breaching GDPR, see section 1 above by releasing them), or would prejudice a criminal investigation. However, in deciding whether to apply an exemption then you must balance this against the public interest – i.e. if there would be significant benefit to the public in the information’s being released then this may mean you should release the information. Detailed guidance on when to apply exemptions can be found at: https://ico.org.uk/for-organisations/guide-to-freedom-of-information/refusing-a-request/ 
[bookmark: Chapter3]

CHAPTER 3: FREEDOM OF INFORMATION: SCHEME OF PUBLICATION
3.1 Proactively publishing information
[bookmark: Chapter4]In addition to responding to requests for information, the school proactively publishes information. The information published is set out at Appendix 5, using the template provided by the Information Commissioner’s Office. This is also published separately on the website.
3.2 Charging for information
All of the information in our Publication Scheme is available free of charge from our website. If you need a printed copy, there is no charge for a single copy. However, multiple copies will be charged at the current rate for photocopying (please ask at the school office for current rates per page). There will also be a charge for any information that we would normally sell e.g. videos. A full schedule of charges can be obtained from the school office.




Appendix 1: Roles and responsibilities
	Role
	Person responsible
	Responsibilities (not exhaustive list but key ones for our school)

	Data protection officer
	
	Inform and advise the school, staff, governors, volunteers and contractors of their data protection responsibilities.
Provide advice and monitor the need for the carrying out of data protection impact assessments.
Act as the contact point for the Information Commissioner’s Office.
Monitor compliance with school policies and procedures in relation to the protection of personal data, ensuring responsibilities are assigned and raising awareness of the data protection elements of policies.
Train staff involved in processing information.
Conduct data audits.
Provide advice and assistance with data subject rights requests.


	Senior management
	
	Ensure that staff are adequately trained regarding their data protection responsibilities.  
Provide the Data Protection Officer with the necessary resources and access to personal data and processing operations to enable them to perform the tasks outlined above and to maintain their expert knowledge of data protection law and practice.
Ensure appropriate IT and manual filing systems are in place and kept up-to-date to protect data, and to enable secure transfer of data.
Ensure appropriate audits and monitoring activities are undertaken to be sure that data are being collected, stored and processed appropriately.

	Governor with data protection responsibility
	
	Provide support and challenge to senior management and Data Protection Officer in the exercise of their functions.

	All staff, governors and volunteers, agency staff and those working on behalf of school
	
	Only access and process data as their role requires.  
Only allow other staff to access personal information if they have appropriate authorisation.
Only allow individuals who are not school staff to access personal information if they have specific authority to do so.
Keep personal information secure (e.g. by complying with rules on access to premises, computer access, password protection and secure file storage and destruction in accordance with the school’s policies).
Do not remove personal information, or devices containing personal information (or which can be used to access it) from the school’s premises unless appropriate security measures are in place (such as pseudonymisation, encryption or password protection) to secure the information and the device.
Do not store personal information on local drives or on personal devices that are used for work purposes.
Ensure personal information is recorded accurately and is kept up to date.
Refer any subject access requests and/or requests in relation to the rights of individuals to the Data Protection Officer.
Raise actual or potential breaches of the Data Protection Act to the Data Protection Officer as soon as the breach is discovered.

	Contractors
	
	Staff may only transfer personal data to third-party service providers who agree in writing to comply with the required policies and procedures and who agree to put adequate measures in place, as requested.
Contracts with external organisations must provide that:
· the organisation may only act on the written instructions of the school;
· those processing data are subject to the duty of confidence;
· appropriate measures are taken to ensure the security of processing;
· sub-contractors are only engaged with the prior consent of the school and under a written contract;
· the organisation will assist the school in providing subject access and allowing individuals to exercise their rights in relation to data protection;
· the organisation will delete or return all personal information to the school as requested at the end of the contract;
· the organisation will submit to audits and inspections, provide the school with whatever information it needs to ensure that it is both meeting their data protection obligations, and tell the school immediately if it does something infringing data protection law;
· before any new agreement involving the processing of personal information by an external organisation is entered into, or an existing agreement is altered, the relevant staff must seek approval from the Data Protection Officer.





Appendix 2: Practical steps
	Requirement/
good practice
	Who is responsible
	What the school does

	Audit and maintain a record of all personal data held
	SLT / Governors
	Log of personal data held is updated annually, showing the information held, who accesses it, where it is held, why it is held and for how long, and any appropriate safeguards to protect the information. This also records the lawful basis under which the data are processed, including the specific requirements for sensitive data.

	Put in place procedures where personal information is held to ensure it is stored, accessed and processed securely
	SLT / Governors
	Procedures are reviewed whenever a process changes, or annually when this policy is reviewed.

	Undertake Data Protection Impact Assessments (DPIAs) as needed 
	Staff member setting up new process, supported by Data Protection Officer
	Risk assessment to be completed when the school’s processing of personal data could involve risks to rights and freedoms of individuals, recommended when third party processors and new technologies are used.

	Make Privacy Notices readily available
	SLT / Governors
	Published on website

	Store and collect consent and withdrawal of consent
	Business Manager 
	Kept on student file, log updated accordingly

	Maintain a Data Retention Schedule
	SLT / Governors
	Schedule is updated as needed and reviewed annually, including ensuring that it includes appropriate procedures for destroying information no longer required.

	Check data quality
	All staff
	Regular reviewing of data held. Regular requests to parents to inform us of any change in details. Reminder included in weekly ‘whats on’ email. 

	Only share information when appropriate to do so
	All staff
	All staff are made aware of the principles set out in this policy, and can consult the Data Protection Officer for advice. Records are kept of any information shared.
Procedures for secure transfer of information are reviewed annually.

	Procedures to comply with the duty to respond to data subject rights requests.
	SLT / Governors.
	

	Training
	SLT / Governors
	Staff, volunteers and governors are given appropriate training to effectively fulfil their responsibilities in this policy.





Appendix 3: Key contacts
	ROLE/ORGANISATION
	NAME
	CONTACT DETAILS

	School Data Protection Officer
	Sam Smith 
	Samantha Smith (Sam) igschools@herefordshire.gov.uk 01432 260282

	Governor representative for data protection
	Sallie Peacock
	Sallie Peacock speacock@orleton.hereford.sch.uk






Appendix 5: ICO Scheme of Publication template
Note: This template is designed by the ICO to assist schools in designing their Scheme of Publication.

	Information to be published.  
This includes datasets where applicable – please see “How to complete the Guide to Information”.

	How the information can be obtained
	Cost

	Class 1 - Who we are and what we do
(Organisational information, structures, locations and contacts)

This will be current information only
	(hard copy and/or website)
	3p/Page

	Who’s who in the school 

	(hard copy and/or website)
	3p/Page

	Who’s who on the governing body / board of governors and the basis of their appointment

	(hard copy and/or website)
	3p/Page

	Instrument of Government / Articles of Association

	Hard copy
	3p/Page

	Contact details for the Head teacher and for the governing body, via the school (named contacts where possible). 

	Request via admin@orleton.hereford.sch.uk
	FOC

	School prospectus (if any)

	Request via admin@orleton.hereford.sch.uk
	FOC

	Annual Report (if any)

	
	

	Staffing structure

	Request via admin@orleton.hereford.sch.uk
	3p/Page

	School session times and term dates

	Website
	

	Address of school and contact details, including email address.



	Website
	

	Class 2 – What we spend and how we spend it
(Financial information relating to projected and actual income and expenditure, procurement, contracts and financial audit)

Current and previous financial year as a minimum
	(hard copy and/or website)
	3p/Page

	Annual budget plan and financial statements

	Request via admin@orleton.hereford.sch.uk
	

	Capital funding

	Request via admin@orleton.hereford.sch.uk
	

	Financial audit reports

	Request via admin@orleton.hereford.sch.uk
	

	Details of expenditure items over £2000 – published at least annually but at a more frequent quarterly or six-monthly interval where practical.

	Request via admin@orleton.hereford.sch.uk
	

	Procurement and contracts the school has entered into, or information relating to / a link to information held by an organisation which has done so on its behalf (for example, a local authority or diocese).

	Request via admin@orleton.hereford.sch.uk
	

	Pay policy

	Request via admin@orleton.hereford.sch.uk
	

	Staff allowances and expenses that can be incurred or claimed, with totals paid to individual senior staff members (Senior Leadership Team or equivalent, whose basic actual salary is at least £60,000 per annum) by reference to categories.

	Request via admin@orleton.hereford.sch.uk
	

	Staffing, pay and grading structure. As a minimum the pay information should include salaries for senior staff (Senior Leadership Team or equivalent as above) in bands of £10,000; for more junior posts, by salary range.

	Request via admin@orleton.hereford.sch.uk
	

	Governors’ allowances that can be incurred or claimed, and a record of total payments made to individual governors.

	Request via admin@orleton.hereford.sch.uk
	

	Class 3 – What our priorities are and how we are doing
(Strategies and plans, performance indicators, audits, inspections and reviews)

Current information as a minimum

	(hard copy or website)
	3p/Page

	School profile (if any)

And in all cases:

· Performance data supplied to the English or Welsh Government or to the Northern Ireland Executive, or a direct link to the data

· The latest Ofsted / Estyn / Education and Training Inspectorate report
 - Summary
 - Full report

· Post-inspection action plan


	(hard copy or website)
	3p/Page

	Performance management policy and procedures adopted by the governing body.

	Request via admin@orleton.hereford.sch.uk
	

	Performance data or a direct link to it

	Request via admin@orleton.hereford.sch.uk
	

	The school’s future plans; for example, proposals for and any consultation on the future of the school, such as a change in status

	Request via admin@orleton.hereford.sch.uk
	

	Safeguarding and child protection 

	(hard copy or website)
	3p/Page

	Class 4 – How we make decisions
(Decision making processes and records of decisions)

Current and previous three years as a minimum

	(hard copy or website)
	3p/Page

	Admissions policy/decisions (not individual admission decisions) – where applicable

	 (hard copy or website)
	3p/Page

	Agendas and minutes of meetings of the governing body and its committees. (NB this will exclude information that is properly regarded as private to the meetings).

	Hard copy
	3p/page

	Class 5 – Our policies and procedures
(Current written protocols, policies and procedures for delivering our services and responsibilities)

Current information only. 
As a minimum these must include policies, procedures and documents that the school is required to have by statute or by its funding agreement or equivalent, or by the Welsh or English government or the Northern Ireland Executive. These will include policies and procedures for handling information requests. In addition, for Wales, this will include a Welsh Language Scheme in accordance with the Welsh Language Act 1993. For Northern Ireland, this will include an equality scheme / statement in accordance with the Northern Ireland Act 1998.

	(hard copy or website)
	3p/page

	Records management and personal data policies, including:
· Information security policies
· Records retention, destruction and archive policies
· Data protection (including information sharing policies)

	Request via admin@orleton.hereford.sch.uk
	3p/page

	Charging regimes and policies.

This should include details of any statutory charging regimes. Charging policies should include charges made for information routinely published. They should clearly state what costs are to be recovered, the basis on which they are made and how they are calculated.
If the school charges a fee for re-licensing the use of datasets, it should state in its guide how this is calculated (please see “How to complete the Guide to information”).
	Request via admin@orleton.hereford.sch.uk
	3p/page

	Class 6 – Lists and Registers

Currently maintained lists and registers only (this does not include the attendance register).

	Request via admin@orleton.hereford.sch.uk
	

	Curriculum circulars and statutory instruments

	Request via admin@orleton.hereford.sch.uk
	

	Disclosure logs 

	Request via admin@orleton.hereford.sch.uk
	

	Asset register

	Request via admin@orleton.hereford.sch.uk
	

	Any information the school is currently legally required to hold in publicly available registers 

	Request via admin@orleton.hereford.sch.uk
	

	Class 7 – The services we offer
(Information about the services we offer, including leaflets, guidance and newsletters produced for the public and businesses)

Current information only

	Request via admin@orleton.hereford.sch.uk
	

	Extra-curricular activities

	Request via admin@orleton.hereford.sch.uk
	

	Out of school clubs

	Request via admin@orleton.hereford.sch.uk
	

	Services for which the school is entitled to recover a fee, together with those fees

	Request via admin@orleton.hereford.sch.uk
	

	School publications, leaflets, books and newsletters

	Request via admin@orleton.hereford.sch.uk
	

	Additional Information
This will provide schools with the opportunity to publish information that is not itemised in the lists above

	
	





SCHEDULE OF CHARGES

This describes how the charges have been arrived at and should be published as part of the guide.


	TYPE OF CHARGE
	DESCRIPTION

	BASIS OF CHARGE

	Disbursement cost
	Photocopying/printing @ 3p per sheet (black & white)

	Actual cost 

	
	Photocopying/printing @ 5p per sheet (colour)

	Actual cost

	
	Postage
	Actual cost of Royal Mail standard 2nd class
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